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Background

•What is Secure Boot

https://web.archive.org/web/20220331052211/https://docs.microsoft.com/en-us/windows-hardware/design/device-experiences/oem-secure-boot

“Secure Boot is an important 

security feature designed 

to prevent malicious software 

from loading when your PC 

starts up (boots)”

-Gandalf
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Background

https://web.archive.org/web/20220722231122/https://edk2-docs.gitbook.io/edk-ii-uefi-driver-writer-s-guide/3_foundation/36_protocols_and_handles/362_protocol_interface_structure
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•Security checks are built using Protocols also

•Register Security Handlers

• Happens early in boot to configure what security related 

actions need to be taken later on

•Execute Security Handlers

• For each security-relevant operation, a corresponding 

handler is fetched and executed

•Registered Protocol used for execution-time checks

Background
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•Example use of handlers

• TPM measurements

• Signature Checking

•NOTE

• TPM measurements are done PRE-EFI as well. 

Background
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Background

https://web.archive.org/web/20220722234032/https://edk2-docs.gitbook.io/edk-ii-build-specification/2_design_discussion/23_boot_sequence
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•History of Secure Boot Bypasses 

• Kaspersky GRUB Bypass  
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Background

•History of Secure Boot Bypasses 

• BootHole

• Round 1 

• Round 2
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Background

•History of Secure Boot Bypasses 

• Vulnerabilities 

• SMM (recent Binarly & Sentinel One)

• ESET Lenovo vulnerabilities

• Debug features in Production

• BSSA  
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Background

•Why bypass Secure Boot at all? 

• Classic… Bootkits and Rootkits

Stealth

Persistence

Home > Techniques > Enterprise >Pre-OS Boot
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Background

•Why bypass Secure Boot at all? 

• Gaming how example

• Exec code pre-OS and DSE | Patch | Etc.

• Communicate with backdoor from OS
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Background

•Why bypass Secure Boot at all? 

•Multiple
• RUST

• APEX

• PUBG

• DAYZ

• TARKOV

• VALORANT

• RAINBOW SIX

• ENLISTED

• FORTNITE

• SQUAD

• HUNT SHOWDOWN
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•Ok, but how does this kind of issue get fixed?

• Simple, DBX update

Background
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Background

•Ok, but how does this kind of issue get fixed?

• How to undo the fix to this issue

can
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Vulnerabilities

•Signed UEFI Shells

• 2 unique shells

Firmware

Bootx64.efi

esdiags.efi

OS

Firmware

shim.efi

Shell_Full.efi

OS

CVE-2022-34301 CVE-2022-34303
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Vulnerabilities

•Signed UEFI Shells

• 2 unique shells

•Using UEFI Shell built in tools to bypass secure boot

•Memory read and write

• Other utilities for listing handles, mem maps , etc.

•Exploitation automation using scripting 

• startup.nsh
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DEMO

CVE-2022-34301

CVE-2022-34303
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UEFI Shell Secure Boot bypass example
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Vulnerabilities

•Vulnerable Bootloader

Firmware

shdloader.efi

shdmgr.ef_

OS

CVE-2022-34302
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Vulnerabilities

•Signed bootloader with a built in Secure Boot bypass

• 73KB of signed bootloader that has a terrible design flaw

•MUCH better bypass than the old Kaspersky bypass 
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Vulnerabilities

•TOOL RELEASE:  

• UnSB – "Un-SecureBoot" UEFI application to disable 

Security Handles and bypass Secure Boot turning it off. 
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Vulnerabilities

•Exploitation  

• No shellcode required  

•Write you own code 

and run it (shrug) 
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Vulnerabilities

•Exploitation  

•Mount ESP and copy files

• Need to be admin

• So many ways to get admin

• LOL Installers

User Admin
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DEMO CVE-2022-34302
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Vulnerabilities

•Bit Locker Bypass using UnSB  

•Who is even using TPM?

• How are the TPM measurements done?

• How UnSB affects the measurement process

•Persistent SB Bypass and TPM avoidance

• How does it work?
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Vulnerabilities

Firmware

shdloader.efi

Patch Handler pointers

Arb Code

OS

CVE-2022-34302

•Bit Locker Bypass using UnSB  
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Summary

•How can you get the fix and apply it

•Update your machines asap  

•Perform a DBX update

• PowerShell

• Linux

• How to avoid Fix bypasses 
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Summary

•Vendor response  

• No official response was received before writing this line.



D3FC0N

Summary


